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PRÉSENTATION DE L’EXERCICE « COMBINED ENDEAVOR »
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Ce sont près de 2500 personnels issus de 40 pays différents qui 
participent à cet exercice. Combined Endeavor se déroule sur la 
base de l’US Army à Grafenwoehr, du 25 août au 12 septembre.

Le but de cet exercice qui a lieu chaque année depuis 1995 
(sponsorisé par EUCOM sous la direction du quartier général des 
Forces armées américaines en Europe) est de coordonner entre 
eux les systèmes de communication et d'information des États 
qui participent aux opérations de maintien de la paix. Lors de cet 
exercice sont réalisés la planification, le test et la documentation 
d'interopérabilité entre les participants dans le domaine du CIS 
(Communication-and-Information-System).



PRINCIPAUX OBJECTIFS CYBER DE L’EXERCICE « COMBINED
ENDEAVOR » 2014
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 Tester la capacité des nations à détecter, réagir, reporter et remédier aux 
attaques,

 Pousser les nations à collaborer et se coordonner lors de cyber-attaques de 
grande ampleur,

 Planifier des audits spécifiques afin de déterminer si les systèmes 
d'information sont protégés, contrôlés. 

 Signaler les conclusions de l'audit et faire des recommandations aux parties 
prenantes lors de la communication des résultats afin d’apporter des 
changements si nécessaire.



POSITIONNEMENT DE LA FRANCE DANS 
L’EXERCICE
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POSITIONNEMENT DE LA FRANCE DANS L’EXERCICE
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L’exercice est divisé en « Mission 
Network » interconnectés entre eux.  Au 
sein de chaque « Mission Network », les 
pays sont organisés sous la forme d’un 
ordre de bataille dans lequel une brigade 
a pour subordonnée plusieurs bataillons. 

Dans ce cadre, la France tient le rôle de brigade et donc aussi 
celui de « Lead Nation ». Outre l’interconnexion avec les autres 
MSN et le CJTF, elle a offert aux nations de son niveau un 
ensemble de services (pont de visioconférence, DNS, NTP, HUB 
NFFI, PKI …)
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CARTOGRAPHIE RESEAU VUE DU POSITIONNEMENT FRANCE
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TESTS REALISES PAR LA RED TEAM
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 Networks Scanning

 Vulnerability Scans

 Spear Phishing Emails

 Malicious Attachments & Websites

 Password Auditing

 Anti Virus Check

 Brute Force Attacks

TESTS REALISES
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 Nessus/OpenVAS Vulnerability Scanners

 NMAP (Network Mapping)

 Nikto/OpenWASP (Web Servers)

 Hydra (Password Auditing)

 Metasploit (Password Auditing Feature/Passive Scanning)

 McAfee Vulnerability Manager

SOLUTIONS UTILISEES POUR LES TESTS
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 Beaucoup de services non autorisés ont été identifiés (TELNET, etc.)

 Beaucoup de “backdoors” installé sur les systèmes cependant les 
nations ont été immédiatement notifiés.

 Compte par défaut et mot de passe vide ont été découvert sur de 
nombreux équipements (Tandberg’s, IP Phones, etc.)

 Équipement configuré pour permettre une connexion sans 
authentification (IP Phones)

 Logiciel non à jour ont été détecté au niveau des serveurs web (sujet à 
des attaques de type DDoS )

 Nombreuses vulnérabilités associé à des possibilités de certificat auto 
signés et donc à des attaques de type ‘Man in the Middle”.

VULNÉRABILITÉS TROUVÉES
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PRÉSENTATION DES ATTAQUES OBSERVÉES 
PAR LES SONDES CYBER TEST SYSTEMS 
MISES EN PLACE DANS L’EXERCICE
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NETWORK INFRASTRUCTURE MONITORING COMBINED
ENDEAVOR NETWORKS
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DEPLOYMENT OF CYBER TEST SYSTEMS NETWORK TRAFFIC 
MONITOR IA PROBE
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NETWORK TRAFFIC STATISTICS
NETWORK COMMAND

SIDE
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Type of Information CE2014 Statistics

Number of unique application protocols 146

Number of unique file types exchanged 26

Number of unique threats alerts 316

• Statistics from all IA Probes deployed on Mission Network

Type of Information CE2014 Statistics

Number of unique application protocols 146

Number of unique file types exchanged 26

Number of unique threats alerts 316

• Statistics from all IA Probes deployed at Division Level

Type of Information CE2014 Statistics

Number of unique application protocols 67

Number of unique file types exchanged 15

Number of unique threats alerts 20

• Statistics from all IA Probes deployed at Brigade Level

Type of Information CE2014 Statistics

Number of unique application protocols 44

Number of unique file types exchanged 9

Number of unique threats alerts 68

• Statistics from all IA Probes deployed at Battalion Level

Type of Information CE2014 Statistics

Number of unique application protocols 99

Number of unique file types exchanged 12

Number of unique threats alerts 170

• Statistics from all IA Probes deployed on Company Level

Type of Information CE2014 Statistics

Number of unique application protocols 21

Number of unique file types exchanged 1

Number of unique threats alerts 9

• Statistics from all IA Probes deployed on Platoon Level

HIGH LEVEL VIEW OF THE NETWORK TRAFFIC USED IN 
CHAIN OF COMMAND
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TOP 25 FILE TYPES EXCHANGED IN THE ENTIRE MISSION NETWORK
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TOP 25 APPLICATION PROTOCOLS USED IN THE ENTIRE MISSION 
NETWORK

19 Retour d’expérience d’une expérimentation technico-opérationnelle



THREATS BY SEVERITY SEEN IN THE ENTIRE MISSION NETWORK

20

Type of Information Statistics Distribution

Number of threats with critical severity 3.3 K 1 %

Number of threats with high severity 64.6 K 19.1 %

Number of threats with medium severity 18.9 K 5.6 %

Number of threats with low severity 41.0 K 12.1 %

Number of threats with informational severity 210.6 K 62.2 %

Total number of threats seen during Combined Endeavor 2014 338.4 K 100 %

Severity Statistics Distribution

Number of unique threats with critical severity 15 4.7 %

Number of unique threats with high severity 177 56.0 %

Number of unique threats with medium severity 56 17.8 %

Number of unique threats with low severity 31 9.8 %

Number of unique threats with informational severity 37 11.7 %

Total number of unique threats seen during Combined Endeavor 
2014

316 100 %

• Number of threats by severity

• Number of unique threats by severity 
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TOP 25 THREATS SEEN IN THE ENTIRE MISSION NETWORK
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TOP OF THREATS WITH CRITICAL/HIGH/MEDIUM SEVERITY

1
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NETWORK TRAFFIC STATISTICS
INTERNET SIDE BEFORE FIREWALL 

AND 
UNCLASS NETWORK SIDE BEFORE FIREWALL
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HIGH LEVEL VIEW OF THE NETWORK TRAFFIC SEEN ON 
INTERNET AND UNCLASS NETWORK
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Type of Information Statistics

Number of unique application protocols 440

Number of unique file types exchanged 63

Number of unique threats alerts 366

• Statistics from both IA Probes deployed on Internet Side and Unclass Network Side

Type of Information Statistics

Number of unique application protocols 351

Number of unique file types exchanged 63

Number of unique threats alerts 86

• Statistics from the IA Probe deployed on Internet Side before Firewall 

Type of Information Statistics

Number of unique application protocols 440

Number of unique file types exchanged 63

Number of unique threats alerts 366

• Statistics from the IA Probe deployed on Unclass Network after Firewall
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TOP 25 APPLICATION PROTOCOLS SEEN BY THE IA PROBE FROM 
INTERNET TO UNCLASS NETWORK BEFORE FIREWALL
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TOP 25 FILE TYPES EXCHANGED SEEN BY THE IA PROBE FROM 
INTERNET TO UNCLASS NETWORK BERFORE FIREWALL
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TOP 25 THREATS SEEN BY THE IA PROBE FROM UNCLASS
NETWORK TO INTERNET BEFORE FIREWALL
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THREATS BY SEVERITY SEEN FROM INTERNET BEFORE FIREWALL 
AND UNCLASS NETWORK BEFORE FIREWALL
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Type of Information Statistics Distribution

Number of threats with critical severity 239 0.3 %

Number of threats with high severity 90 0.1 % 

Number of threats with medium severity 3.5 K 4.5 %

Number of threats with low severity 39.1 K 50.5 %

Number of threats with informational severity 34.6 K 44.6 %

Total number of threats seen during Combined Endeavor 2014 77.5 K 100 %

Type of Information Statistics Distribution

Number of unique threats with critical severity 2 2.4 %

Number of unique threats with high severity 7 7.8 %

Number of unique threats with medium severity 52 57.7 %

Number of unique threats with low severity 12 13.3 %

Number of unique threats with informational severity 17 18.8 %

Total number of unique threats seen during Combined Endeavor 2014 90 100 %

• Number of threats by severity

• Number of unique threats by severity 
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TOP 25 THREATS SEEN BY THE IA PROBE ON INTERNET SIDE 
BEFORE FIREWALL GIVING ACCESS TO UNCLASS NETWORK
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TOP 25 OF CRITICAL/HIGH/MEDIUM THREATS
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SOPRA  www.sopra.com

Yann PITAULT @   yann.pitault@sopra.com

CYBER TEST SYSTEMS  www.cybertestsystems.com



ANNEXES
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TOP 25 OF THREATS WITH CRITICAL SEVERITY
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TOP 25 OF THREATS WITH HIGH SEVERITY
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TOP 25 OF THREATS WITH MEDIUM SEVERITY
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TOP 25 OF THREATS WITH LOW SEVERITY
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TOP 25 OF THREATS WITH INFORMATIONAL SEVERITY

37


